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MAINTENANCE OF TRAINING RECORDS

PRIVACY AND INFORMATION SECURITY POLICY
Policy:  All learners have the assurance that their learning records are considered confidential and private and that learner information is released only to the individual learner associated with a record upon request and verification.  No learner records are considered public and learner records are not released to outside sources or sold to anyone for marketing purposes. 
Purpose:  This policy is designed to protect the privacy of individual learner information and guarantee the learner information is not portable.  All participants in e-learning events enter educational internet-based activities through a password protected enrollment process.  Website protections are in place to minimize any violations in unauthorized individuals entering our website and databases to obtain information on individuals.  All other learner records are stored electronically on a password protected computer accessible only by relevant AAC Institute personnel.
Responsibilities:  The CE Administrator is responsibility for monitoring the privacy and information security processes.  All CE staff is responsible for maintaining a secure password to enter AAC Institute computers and databases when necessary. Any request for learner records is verified by the CE Administrator or staff handling the request by phone or email.  The webmaster is responsible to maintaining website protections. 
Process/Procedures:  All learners enter educational internet-based activities through a password protected enrollment process.  AAC Institute CE staff use password protected computers.  The CE Administrator is responsible for notifying the Executive Director and/or the webmaster if a privacy or security breach occurs.  The AAC Institute will notify a learner in the event of a breach in privacy of their CE records.  
Internal Processes/Procedures: The CE Administrator is responsible for adhering to the internal processes to maintain training records that ensure privacy and information security to the learners as noted above.  The learner records are available for the seven years until being deleted. 

CEU administrator and staff adhere to the following daily internal processes:

1. Staff log onto their password protected AAC Institute computer.
2. Staff log into their AAC Institute email to check for any related IACET messages and/or emails associated with educational events and activities.

3. Staff log into CEU email to check for any related IACET messages and/or emails associated with educational events and activities.

4. Staff monitor AAC Institute Facebook page for questions or comments related to IACET activities and provide Facebook administrator with information about the post. The Facebook administrator is responsible for any /post related to Facebook activity.
5. Staff completes daily internal process checklist.  See checklist inserted below.

	DATE
	YES/NO
	TASK
	COMMENT

	
	
	Computer log-on for day
	

	
	
	Check AAC Institute for IACET email messages
	

	
	
	Check CEU address for IACET email messages
	

	
	
	Monitor social media for IACET related post
	

	
	
	Confirm daily internal status check
	


Table 1.  CEU administrator and staff daily internal process checklist.  MMDDYY inserted in Date column.
The steps CEU Staff follow as an internal process for record requests are:
1. Staff must log into their password protected computer. 

2. Log into the CEU email:  CEUS@aacinstitute.org
3. Check emails address to CEUS@aacinstitute.org for inquiries asking for records

4. Staff must verify identity with email and name from registration of event.
a) Go to IACET folder 

b) Go to IACET activity folder

c) Go to Event activity folder/open

d) Open registration information and verify name & email of person making the request.

5. Send copy of certificate to participant

	DATE
	YES/NO
	TASK
	COMMENT

	
	
	Computer log-on for day
	

	
	
	Log into CEU email
	

	
	
	Check for record inquiries
	

	
	
	Verify records and match with inquiry
	

	
	
	Send copy of certificate once verified
	

	
	
	Confirm record check followed
	


Table 2.  Steps to verify record request and confirmation of certificate.  MMDDYY inserted in Date column. 

Respond to inquiries about CE program (from organizations, participants, IACET/ASHA, etc.)

Establish and maintain relationships with organizers

Maintain master list of event data by calendar year including:

· Organizer contact information

· # of registered participants for events

· # of CEU certificates issued

Receive requests to provide CEU for events

Direct organizers to required submission materials, organizer responsibilities, policies

Receive materials and review for compliance with IACET/ASHA standards

Follow up with anything out of compliance/missing information

Approve events for IACET, ASHA and/or AACI CEUs using approval checklist

For ASHA:

· Send documents to ASHA for approval prior to event 

· Identify ASHA-eligible sessions and communicate to event organizer

· Compile ASHA paperwork and send to event organizer for gathering member information (inc. ASHA #, sessions attended, CEUs earned)

Create website postings for each event:

· Create evaluation/assessment forms including learning objectives

· Create attendance forms including time order agenda; determine allowable time

· Calculate possible CEUs

· Post abstract, event details and learning objectives

· Post CEU type (IACET, ASHA, AACI)

Communicate with organizers about payment options including supporting organization level benefits, paying per event and/or negotiating special arrangements (e.g., AACI booths, preconference workshops at events)

Create/maintain documentation of contracts/payment selection forms, invoices and payments received

Uphold supporting organization benefits:

· Create post on Facebook for each event

· Create post to e-newsletter/email list for each event

· Post organization logo on sponsor webpage by level of support (monitor for level shifts)

Receive CEUs requests from participants

Retrieve attendance lists from organizers after events

Issue/send certificates to participants after validating attendance/CEUs earned

Maintain learner record system and back up at least once/wk

Communicate with participants if submitted information incomplete, # of CEUs requested incorrect, unable to verify attendance

Create full transcripts for participants upon request

Analyze assessment and evaluation data 

· Summarize results and share with organizers

· Maintain documentation of plans for improvement of courses

Maintain and submit ASHA forms for each event

Monitor and institute IACET/ASHA policy/process changes

Create written policies and processes

Maintain CE manual and post policies/processes to website

Communicate policy and process changes with organizers

Maintain documentation to meet all IACET/ASHA standards for every event

Conduct annual review of CE program using self audit checklist

Maintain certification with IACET/ASHA

· Attend Authorized Provider workshops when necessary

· Complete applications for certification/recertification

Maintain Self Study Program

· Maintain working order

· Provide support services for participants

· Update web content for new courses

Work booth at conferences/workshops

Revise CE fee schedule annually

Reference:  IACET standard 9.4 CE/T. 
Related Documents:  Registration forms and educational activity evaluation and assessment forms that contain identifiable learner information.  
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